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Executive Limitations 2.6 - Asset Protection 
The President shall not allow assets to be unprotected, inadequately maintained or unnecessarily risked. 

Further, without limiting the scope of the above statement by the following list, the President shall not: 

2.6.1 Insurance. Permit the College to be without adequate insurance against theft, fire and casualty losses, 

including liability insurance that covers Board members, staff, and individuals engaged in activities on behalf 

of the College, or the College itself. 

2.6.2 Internal Controls. Receive, process or disburse funds under internal controls that are insufficient to meet 

the applicable auditing standards. 

2.6.3 Certification Financial Records. Fail to assure the accuracy of financial records and require certification 

by the Chief Financial Officer as part of the audit process. 

2.6.4 Intellectual Property. Allow intellectual property, information and files to be exposed to loss or 

significant damage. 

President's Interpretation: 

As a steward of public funds, it is the college's obligation to maintain and strengthen the 
public's trust. One of the key avenues to do that is to ensure that our assets are legally and 
effectively expended, wisely invested, and sufficiently insured. These assets are not limited 
to structural facilities, but rather include such entities as operating capital, intellectual 
property, copyrights and trademarks. 

Examples of such safeguards include but are not limited to: 1) Processing all funds with 
internal controls that meet applicable auditing standards. 2) Adequate insurance against 
fire, theft, and casualty losses to the full extent of replacement value and against liability 
losses incurred by the college itself, its Board members, and its employees, consultants, 
and agents in an amount usually carried by comparable organizations. 3) Protecting 
intellectual property, information, and files from loss, significant damage, or willfully 
violating the individual rights of others. 

Supporting Data: 

2.6 Maintaining Physical Assets 

The College practices the philosophy that well-maintained assets lead to the lowest Total 
Cost of Ownership. In YC's FY2018-19 financial statements, the College had $154M of net 
depreciable assets (buildings and site improvements). Using standard depreciation 
assumptions of 40 years for buildings and 15 years for site improvements, the College 
should be reinvesting at least $4.2M per year in maintenance activities. An independent 
study from Sightlines has derived a reinvestment target of $4M per year. The College has 
budgeted $3. 97M for preventative maintenance and $.26M for unplanned maintenance. 

The strategy is working. In FY 2018-19, the College retained Sightlines to assess the 
condition of our facilities. YC earned an 89% Net Assessed Value (NAV) Score ([Total 
Replacement Value-Total Asset Reinvestment Need]/ Total Replacement Value) which 
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places us in the top decile of colleges and universities in the Sightlines database.  The NAV 
measurement is different than the Facility Condition Index (FCI) score we have shared in 
the past as NAV looks at repairs and modernizations needed over the next 10 years; 
whereas FCI only looked at repairs needed as of a given point in time. 

In regards to equipment, the College invests an average of $2.2M per year to replace aging, 
often obsolete, and fully depreciated equipment. This allows employees to remain 
productive and students to get hands-on experience with the tools they will use in the 
workplace. 

The College uses a combination of technology (card keys, cameras, alarms) and security 
personnel to further safeguard its physical assets. 

2.6.1 Insurance: 
The President shall not permit the College to be without adequate insurance against theft, fire and casualty 
losses, including liability insurance that covers Board members, staff, and individuals engaged in activities on 
behalf of the College, or the College itself. 

The District is a member of the Arizona School Risk Retention Trust, Inc., (the Trust).  The 
Trust provides high quality, professionally managed, affordable property and casualty 
indemnity protection services to over 250 school districts and community colleges in the 
state.  The District has various other supplemental insurance policies including cyber liability 
insurance to further minimize its financial risk.   

Summary of Current Coverage:  
General Liability including Governing Board and Professional Liability - $10M/occurrence 
Excess Liability coverage - $50M aggregate limit 
Property Insurance – Aggregate limit - $154,191,000, replacement value/like kind. 

2.6.2 Internal Controls: 
The President shall not receive, process or disburse funds under internal controls that are insufficient to meet 
the applicable auditing standards. 

An effective internal control environment includes policies, procedures, systems and 
processes to provide compliance with laws and regulations as well as reasonable assurance 
of reliable financial information.  The college takes many steps to achieve strong internal 
controls including segregation of duties,  controlling access to accounting systems, physical 
asset inventories, and multiple approval requirements (e.g. requisitions, check 
disbursements, wire transfers, etc.). 

An important aspect of having an effective internal controls structure includes sound 
Information Technology (IT) controls.  The college has made significant investments in 
strengthening its IT controls over the last several years in addition to having well-defined 
policies over IT security and access, adequate documentation of program changes and 
skillfull project management of IT systems. 

The college’s internal controls are reviewed annually by the Arizona Auditor General’s Office 
as part of the Financial audit and Federal Single audit.   The auditors review the colleges 
financial and IT policies, procedures and systems and test a wide variety of transactions. 
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For the year ended June 30, 2019, no internal control deficiencies were reported or 
communicated to the college by the Auditor General’s Office.   

FY 2018-19 Single Audit Report 

FY 2018-19 Financial Audit Opinion Letter 

2.6.3 Certification of Financial Records: 
The President shall not fail to assure the accuracy of financial records and require certification by the Chief 
Financial Officer as part of the audit process. 

The Comprehensive Annual Financial Report (CAFR) provides a broad overview of the 
District’s financial activity for the prior fiscal year.  It contains comments from management 
in regard to the District’s financials, the audited financial statements of the District, the 
2015 – 2020 strategic plan, and a statistical section containing financial and demographic 
information.   

The following is a general description of the three financial statements presented by the 
District, along with several highlights from the CAFR: 

• Statement of Net Position – this statement was previously labeled the balance sheet.  It
reflects the overall financial position of the District at a given moment in time (assets –
liabilities = net position).  Net position is essentially the “net worth” of the District and
it is broken down between restricted and unrestricted.

- Total net position as of June 30, 2019, equaled $137,459,522, an increase of
$13,517,032 (10.9%) over the prior year.

- Unrestricted net position as of June 30, 2019, was ($6,617,780), an increase of
$4,617,744 (41.1%) over the prior year.

- Long-term bond debt decreased by $13,680,591.

- Detailed information regarding Net Position can be found in the Yavapai College
Comprehensive Annual Financial Report (pp. 18-20).

• Statement of Revenues, Expenses, and Changes in Net Position – this statement is
essentially the income statement.  It shows the revenue and expenses for a specific
period of time, the results which either increase or decrease the District’s net position.

- Revenues exceeded expenses by $12,316,908 (increase in net position) in YC’s
accrual basis financial statements, however on a cash basis, substantially all of these
monies were used to cover principal payments on debt and capital project
expenditures.  In accordance with accrual basis accounting, these payments either
decreased YC’s liabilities (debt) or increased YC’s assets (capital assets), and
therefore were not expensed.

- Revenues increased by $3,718,900 from the previous year from a combination of
sources including property taxes (new construction), tuition, YC Foundation for
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scholarships, and a gain on disposal of capital assets resulting from the sale of the 
District’s portion of the Town of Prescott Valley Library building. 

- Overall, expenses increased by $3,295,954 from the previous year primarily as result
employee raises and related benefit increases, the 50th anniversary events, DGB
election costs, and several new positions in student services and public services,
supporting student success and community outreach.

- Detailed information regarding the Statement of Revenues, Expenses, and Changes
in Net Position can be found in the Yavapai College Comprehensive Annual Financial
Report (pp. 21-23).

• Statement of Cash Flows – this statement describes the cash flows into and out of the
District.  Over time, on a cumulative basis, it’s important that an organization have an
adequate amount of cash to support operations.

- Net cash increased by $1,963,871 (9.0%) from the prior year.

- Total cash and cash equivalents were $23,729,517 at June 30, 2019, which exceeds
the minimum threshold established by the DGB.

- Detailed information regarding the Statement of Cash Flows can be found in the
Yavapai College Comprehensive Annual Financial Report (pp. 30-31).

The Controller and Vice President of Finance and Administrative Services are responsible for 
monitoring the financial records of the District and preparing the annual financial 
statements.  A certification of financial records is attached. 

An independent audit is performed annually which includes testing financial transactions 
and internal controls, assessing the accounting principles used and significant estimates 
made, and verifying that the financial statements present fairly the financial position of the 
District.  The Arizona Auditor General’s Office issued an unmodified opinion dated December 
6, 2019, on the District’s June 30, 2019, financial statements. An unmodified opinion 
indicates that the financial statements present fairly the results of District’s operations and 
its financial position according to generally accepted accounting principles. 

The District’s Comprehensive Annual Financial Report has earned the Certificate of 
Achievement for Excellence in Financial Reporting award for the past eighteen years from 
the Government Finance Officers Association. 

CAFR – FY 2018-19 Report 
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2.6.4 Intellectual Property: 
The President shall not allow intellectual property, information and files to be exposed to loss or significant 
damage. 

Information Asset Protection: 

2.6.4 Intellectual Property: 
The President shall not allow intellectual property, information and files to be exposed to loss or significant 
damage. 

Information Asset Protection: 

The District has a multifaceted strategy in place to protect information from loss or 
potential misuse.  The Information Technology Services (ITS) department is tasked with 
developing this strategy and the corresponding tasks associated.  In addition, all 
employees are required to complete a yearly computer security awareness training 
course that addresses data security best practices. 

The College has developed Policy 2.07 Intellectual Property Rights that defines and 
protects employee and College interests.  The College follows FERPA requirements and 
supports employees with training on the handling of confidential information. 

Due to the nature of its business, the College must collect some personally identifiable 
information (PII) like Social Security Numbers.  This information is collected to comply 
with state reporting requirements, federally mandated filings (e.g., 1098-T tuition 
statements), transcript requirements, federal financial aid requirements, and 
employment purposes (e.g., W-2, medical benefits).  In addition, this information helps 
the College eliminate duplicate records, thus aiding in reporting accuracy.  This 
information is safeguarded via access controls, security best practices, training (e.g., 
FERPA, Red Flags of Identity Theft), data loss prevention technology, secure document 
storage (encryption), advanced threat detection technology, and other security controls. 

Yavapai College Policy 2.28 Copyright Use states that the College will follow US Copyright 
Law, respect the fair use doctrine, and designate staff as liaisons. The copyright 
committee and the liaisons have created an educational program to assure that faculty 
and staff members have a working knowledge of copyright law and how it impacts the 
field of education.  All materials copied by the College print shop are copyright checked. 

Policy 2.07 Intellectual Property Rights 
Policy 2.28 Copyright Use Policy 

Summary of Data Protection Practices: 

• The College has a comprehensive disaster recovery plan for its information assets
that is checked during the Office of the Auditor General audit process.  This plan is
tested semiannually. We primarily test three things: can we restore our servers from
backup snapshots, is our real-time synchronization working (Prescott Main Data
Center to Verde Backup Data Center) so we can failover services to the Verde
campus, and can we connect to the resources and run critical processes.  Tests last
year were successful on all fronts and were shared as part of the audit process.
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• Critical systems are replicated to our secondary data center on the Verde Campus on
a continuous basis.  These systems and the data which resides on these systems can
be quickly recovered in the event of a disaster.

• Important databases and files are backed up on a routine schedule.  Back-up
snapshots are taken frequently for quick recovery of data.  Long-term storage of
information is completed via a backup solution and stored on physical disk arrays at
our Prescott campus and secondary data center site on the Verde Campus.
Additionally, data is backed up to Amazon secure cloud storage.

• Redundant disk arrays are utilized to reduce the risk of data loss associated with
hardware failures.

• Server rooms are protected by uninterruptible power supply (UPS) systems.  The
primary and secondary data centers also have backup generators and redundant
cooling.  Generators are tested on a weekly basis.

• File-level, database, and physical security are managed by the ITS Department
according to best practices.  An access management system is utilized to request
access to resources, audit access, and remove access when necessary.  Physical
access to server facilities is limited to critical staff via key cards and passwords.

• Multi-tiered virus/malware scanning and security vulnerability testing are employed
to protect data.  Vulnerability tests on critical systems are performed on a routine
basis.  Additionally, many network security devices and practices are in place to
mitigate risks to College-owned data.

• The College utilizes Data Loss Prevention (DLP) software to mitigate potential data
breaches.

• The ITS Department manages and maintains all district-wide software licensing
agreements.  All employees and students must adhere to the Technology Resource
Standards policy that prohibits individuals from installing and using unlicensed
software on College computers.  All employees and students must agree to abide by
the terms of the policy.  These acknowledgments are digitally recorded.  Also, access
rights are limited on personal computers to reduce the risk of unauthorized software
or malware installations.

• The ITS Department has established an “IT Information Security and Privacy Incident
Management Procedure” for assessing, responding to, and managing information
security and privacy incidents.  In addition, the College has purchased additional
cyber liability insurance should any of our systems be compromised.  Furthermore,
the College employs software that scans our environment for PII.  That software
allows the College to identify and remediate issues related to the storage of PII.  A
annual sensitive data inventory is performed to determine what measures may be
necessary to ensure the security of data across the District.

• Security equipment is in place that automatically blocks any connections from known
cyber attackers and organized crime syndicates throughout the world.  The College
utilizes a multi-tiered approach using different technologies to detect and combat
cyber-attacks.

• External network vulnerability scanning is performed on a weekly basis by the
Department of Homeland Security to help identify potential weaknesses in our
environment.
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• A comprehensive IT audit is performed annually by the State Auditor General’s 
Office.  This audit includes, but is not limited to the following areas: risk assessment, 
data classification, contingency and disaster recovery, change management, access 
control, password management, data sharing, vendor management, incident 
response, and vulnerability management.  There were no audit findings for the last 
fiscal year. 

President’s Conclusion:  
I report compliance 
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Executive Limitations 2.6.3 – Certification of Financial Records 
 
 
In connection with Monitoring Report 2.3.3, for the fiscal year ended June 30, 2019, 
I certify that the District’s financial records are accurate and that all financial records 
and related data have been provided to the auditors as requested.  
 
 
 
 
___________________________________________________ __2/11/2020_ 
Clint Ewell, Vice President of Finance & Administrative Services 
 
 
 
 
___________________________________________________ __2/11/2020_ 
Frank D’Angelo, Controller 
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