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Remote Access 

OPERATIONAL POLICY STATEMENT

Introduction 
The purpose of this operational policy is to set forth standards for connections to Yavapai
College’s (YC) network via ‘Remote Access’. ‘Remote Access’ is defined as any access to YC’s 
internal network through a non-YC controlled network, device, or medium. These standards are 
designed to minimize the potential exposure to the College from damages that may result from 
unauthorized use of YC resources. Damages include the loss of sensitive data, intellectual 
property, destruction of critical computer systems, or damage to the public image of the 
institution. 

This operational policy applies to anyone that remotely accesses the YC network via any device
and includes all employees, students, contractors, vendors, and volunteers. 

In addition to the contents of this document, the following operational policies may contain
information related to the use of computing and communications system at the College: 
Technology Resource Standards (5.27), Retrieval, Disclosure and Retention of Records (5.28), 
and Electronic Communications (5.29). 

Standards 
1. Individuals with remote access privileges to the YC network must ensure that remote access

connectivity is given the same consideration as on-site connectivity and is subject to the
same operational policies.

2. Only authorized methods of remote connection may be utilized to access the internal YC
network. These methods require the use of encryption and password authentication utilizing
standard YC services.

3. Remotely-connected devices must be free of viruses and malware prior to connecting to the
College’s internal network. Additionally, remote devices must have the latest application and
operating system security patches installed and must have antivirus software enabled with
current virus definitions.

4. No sensitive data (as defined in 5.30, Clean Desk and Clear Screen) shall be downloaded or
otherwise transferred away from the Yavapai College internal network.
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